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1. Introduction

1.1 Brief description

The mbNET industrial router offers you optimum flexibility and security, making remote
communication with your systems both easy and secure. Thanks to its compact design, the
MbNET router will fit into any switch cabinet, and with its multiple interfaces and drivers, is
the perfect solution for integrating different control systems.

The mbNET router is configurable using a web interface.

1.2 Features

C Fully configurable using web interface via locally connected computer, or remotely.

Deployable worldwide using different modem connections, (ISDN, analog, mobile
broadband) plus access via LAN and Internet.

C Secure connection using an integrated firewall with IP filter, NAT and port forward-
ing, VPN with AES, DES/3DES/DESX, Blowfish or RC2 encryption, and authentica-
tion via pre-shared key (PSK), static key or certificate (X.509).

C Alarm management:

o fully configurable digital inputs and outputs, and the ability to send via
email, SMS or Internet dial-up

0 via remote output switching in the event of a fault or with an active Inter-
net connection.

C Integrated server secures all settings, keys and certificates and allows data sharing
within the network via connected USB flash or hard drive.

C Variable RS232, RS485, RS422 RS interface or optional MPI/PROFIBUS for con-
necting control systems.
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2. Safety instructions

9 The router is built to the latest technological standards and recognized safety
standards (see Declaration of Conformity).

1 The router must be installed in a dry location. No liquid must be allowed to get
inside the router, as this could result in electric shocks or short circuits.

1 The router is for indoor use only.

1 Never open the router chassis. Unauthorized opening and improper repair can
pose a danger to the user. Unauthorized modifications are not covered by the
manufacturer's warranty.

Opening up the device voids the warranty.

1 The router must be disposed of in line with European regulations and German
legislation on electronics and electronic device, and not as general household
waste.
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3. Technical data

Voltage V (DC) 107 30V
Power consumption Max. 300mA at 24V
Digital inputs 4 digital inputs (10-30V) (fuse-protected)
Digital outputs 2 digital outputs (200mA max. / output)
IP protection class 20
Area of application Dry environments

Operating temperature 0...50°C

Storage temperature -20...+60°C

Weight Approx. 650 g

Humidity 0...95% (non-condensing)

Dimensions (max.) 124 mm x 48 mm x 124 mm (H x W x D)

RS232/485, RS422, MPI/PROFIBUS, LAN 10/100 Mbit/s, dependent
on device

EN 61000-6-4:2001, interference emissions for industrial environments
EN 61000-6-2:2001, interference immunity for industrial environments

Interfaces

General license

Page 10 of 229
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4. What is included in the package

First, check that the following parts are in the product package:

wl
L

= mér

)
A

g @
C mbNET router

e ]
=

w

Figure 1: mbNET router

C Straight-through Ethernet cable Q

Figure 2;
Straight-through
Ethernet cable

=

C Router variants with
analog modem:
RJ10-RJ10 cable, and RJ10 to TAE
adapter

C For router variants with

ISDN modem: ‘
RJ10-RJ45 cable Figure 3: Figure 4:
analog IDSN connection
connection cable cable

C For router variants with GSM mo-
dem: GSM antenna

e @

Schnelleinstieg zur Inbetriebnahme |

mbNET"

C Quick Start Guide

Figure 5: GSM Figure 7: Quick Start
antenna Guide

If any of these parts are missing or damaged, please contact:

MB CONNECT LINE GMBH
Winnettener Stralte 5

D-91550 Dinkelsbiihl

Tel.: +49 (0)9851 582529-0

Fax: +49 (0)9851 582529-99
E-Mail: info@mbconnectline.de
Website: www.mbconnectline.de

Keep the box and the original packaging in case you may have to send the device for repair at
a later date.
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5. Displays, controls and connections

5.1 Front panel view

Fc1 00 Fe2
Fc3 00 Fod

Figure 6
Label Status Description
LED off Router power source is switched off or router is not connect-
Pwr ed to power source / power pack.
(Power) LED on Power source is connected to terminal block and switched
on.
The Ready LED does this for approx. 35 seconds when the
: device is switched on. After this, flashing indicates boot se-
Rdy LED flashing . ;
(Ready) guence. This may take up to 90 seconds depending on the
y type of device.
LED solid The router is ready
Fcl LED off Serial interface COM1 not receiving data.
(Function 1) |LED on Serial interface COM1 receiving data.
Fc2 LED off Serial interface COM1 not sending data.
(Function 2) | LED flashing Serial interface COM1 sending data.
LED off Serial interface COM2 not receiving data.
Fe3 Serial interface COM2 receiving data
(Function 3) | LED flashing On if MPI: bus communication OK
Fea LED off Serial interface COM2 not sending data.
; , Serial interface COM2 sending data.
Function 4 .
( ) | LED flashing If MPI: bus transferring data
LED off No connection to Internet or VPN
LED on Connection to Internet
Con LED flashing : .
(Connect) (1.5Hz) VPN connection active
I(_3E32f)lash|ng Internet or VPN connection is being established
LED off Router working without errors
Err - -
(Error) LED on Router error. Diagnostics under
System Status(see_Status i System)
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Label Status Description
WAN - Router WAN port. (customer network, DSL modem ...)
WAN LED LED green Network connection available.
WAN LED LED flashing Network data transfer active.
orange
LAN17T 4 Local network ports (e.g. machine network)
LAN LEDLi 4 tEB ﬁ;ii?ng Network connection available.
(Dual LED) Network data transfer active.
orange
USB - Portable USB drive port.
Dial out - This button establishes an Internet or VPN connection.
Reset - Pushing this button restarts the router (so-called cold start).
COM1 COML1 port for connecting to devices with RS232 / RS485, RS422 in-
terface
COM2 - COM2 port for connecting to devices with MPI interface

Page 13 of 229
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5.2 Top, bottom and back panel views

Top

DETAIL A
e
OIOI
AN AN AN
- I:: () \/.::I \—:'
O } -./"“| I:-\‘l |F"-\.'I :/-."I I:’.--\I
@D%G ] AW A A AN A
nns |y [T
A2 |!':\[!! i e alg
X1 | X2
+ Power supply connection
X1 10-30V DC
- 0V DC connection
4 Digital input 14 (10-30V)
3 Digital input 13 (10-30V)
2 Digital input 12 (10-30V)
X2 1 Digital input 11 (10-30V)
P Fuse-protection 10-30V DC
M 0V DC connection
02 Digital output A2
01 Digital output A1
Bottom
GSM/UMTS variant Analog/ISDN modem variant

|I c

SIM card slot

Antenna
connection

Modem
connection
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6. Interfaces

6.1 Pin assignment

6.1.1 Pinout of top panel terminal blocks X1 and

X2 _
R Power supply connection y,n,|
X1 10-30V DC < :7'
- 0V DC connection 2 > 1 "'|
1 Digital input 11 (10-30V) o TI /
2 Digital input 12 (10-30V) =
3 Digital input I3 (10-30V) E3|§
X2 4 Digital input 14 (10-30V)
P Fuse protection 10-30V DC
M 0V DC connection
02 Digital output A2
01 Digital output Al
Figure 7
6.1.2 Pinout of bottom panel RJ12 jack
Pin ISDN Analog
1 Not Connected Not Connected
2 TX+ Not Connected 123859
3 RX+ Lb/b
4 RX- La/a I
5 TX- Not Connected
6 Not Connected Not Connected
Figure 8
6.1.3 Pinout of front panel serial interfaces COM1 and COM2
Pin |RS 232 RS 485 MPI
DCD Data Carrier
1 | petect Not Connected Not Connected .
2 |RxD Receive Data |RxD i Receive Data | GND 24V O
3 | TxD Transmit TxD + Transmit Data | Data circuit B -
DTR Data Terminal |+5Volts (only in 4- 65— 5
4 ) . Send request 7
Ready wire operation) 8 3
5 | Ground signal Ground signal GND 5V(200mA) 9 :‘;
DSR Data Set
6 Ready Not Connected 5V output O
7 g;? dRequest to TxD 1 Transmit Data |24V supply input
8 |CTS Clearto Send |RxD+ Receive Data | Data circuit A
9 |RIRing Indicator Not Connected Send request
Figure 9
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Interface assignment (continued)

6.1.4 Pinout of front panel LAN / WAN ports

Signal

TX+

TX-

RX+

Not Connected

Not Connected

OO IWINF

RX-

12345678

Figure 10

6.1.5 Pinout of front panel USB port

Signal

VCC (+5V)

- Data

+Data

AWIN|F

GND

Figure 11
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7. First time operation

o

o

7.1 Connecting the router to the power supply and switching on

The router is designed for installation in switch cabinets. The device is designed for

mounting on top-hat rails (based on DIN EN 50022).

Please note

Before connecting the router to a network or PC, first ensure that it is properly con-
nected to a power supply, otherwise it may cause damage to other equipment. You

should therefore follow the instructions given below

IMPORTANT
Connect equipotential bonding to the
grounding lug on the router's top panel.

C Insert the router into the DIN rail. To do
this, position the upper guide on the rail
and then press the router downwards
against the rail until fully inserted.

C Connect the
(10-30V DC) power supply to the X1 ter-
minal of the router.

Figure 12

DETAIL A

Make sure the polarity is correct.

Figure 13

C Now switch on the power supply. The
green Power LED should light up immedi-
ately. After approx. 90-110 seconds (de-
pending on device model) the Ready LED
should be solid. The device is now ready
for operation.

For further support on the mbNET indus-
trial router, visit our online support forum
at www.mbconnectline.de

Fel 00 Fe2
Fe3 00 Fod
Rdy 0 0 Con
Pwro0 Er

Figure 14
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First time operation (continued)

7.1.1 Connecting the router to a con-
figuration PC

C Before configuring the router, connect it
to the computer using the crossover ca-
ble supplied (1). To do this, connect one “é
end of the cable to the router port la- = K THm-

beled LAN, and the other end to your T—— '\J _q‘g‘
computer's network card. o e

Figure 15
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First time operation (continued)

7.2 Configuration prerequisites

To configure the router, you will need:

C aPC with anetwork card ‘

C an Internet browser (e.g. Mozilla k.
Firefox or Internet Explorer) N =

Internet Protocol (TCP/IP) Properties @

General

You can get P settings assigned automatically if vour network, supports
thiz capability. Dtherwi_se, wau need bo ask pour network adrministrator for

C Therequired settings on your PC the appropriate I ssttigs:
are as follows:

Obtain an IF address automatically
(&) Use the follawing |P address:

o the computer's IP address
must be set to 192.168.0.X
where X is variable

IP address: 192 168, 0 X

Subnet maszk: 260 0266 285 . O

Default gateway:

0 the subnet mask must be
255.255.255.0

(%) Use the follawing DMS server addresses:
Freferred DS server:

Alternate DNS server:

[ ak. l[ Cancel l

Figure 16

For instructions on how to create the required
settings on a PC, please see the next page. If
you already know how to set the IP address
and subnet mask, set them as described
above and then proceed with configuration as
described in in Initial Configuration
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First time operation (continued)

7.2.1 How to set computer address

(IP address) and subnet mask in \

XP
1 Q Netwerk Connetions b A, Locd Area Comnection
To set the IP address, proceed as follows: % Network ep Vizar
L Pharie and Modem Options
Fi [ Progens y & Power Crtians
C First, select Control Panel from the : A

Windows Start menu (1) and then 4 om0 o Milmsatfoss )

. — 9 Regional andL Opti
double-click on Network Connec- Hr O o e
! Settings t} Sranners and Cameras 4
tions (2) ) € tetmorkComections ¥ ) Schedued Tasks 4

>

C‘;, Printers and Fayes ‘@ Securiby Center
B ) e andsupot a Tastbar and Start Meny @), Sounds and dudo Devices
4 S—

C Right-click on Local Area Con-

nection (3) and select Properties. . i s
o . 4 Systen
C In the next window, double-click [ ot i Tasbrand St e
on Internet Protocol (TCP/IP) (4). = H“ ™™ 8 L s
2 @ Turn OFF Compter. . (L e ook
= @ Windons Firenal

C Inthe next window, enter the ap- M 2 v vord
propriate IP address. An appropri- S -
i i r
ate |P address WOUId be eg ocal Area Connection Properties
General | Authentication vance
192.168.0.2. Authentication | Advanced

Connect uzing:

8 YMware Accelerated AMD PCNet Ad

This connection uzes the following items:

%Cﬁent for Microsoft Metworks
BF“B and Printer Sharing for Microsoft M etwaorks

. BQOS Facket Scheduler
Please note: 5= Intemet Piotocal (TCR/F]. < 4
the Internet IP address must be
192.168.0.X and must not al-
H Diescription
read y b eim US e by an Oth ern et_ Tlans:ﬁissmn Cantrol Protoccl/intemet Protocel. The default
work subscriber. pEm Rl e

[] Show icon in notification area when connected
Matify me when this connection has limited or no connectivity

C In Subnet mask, enter

255.255.255.0 and in Default
gateway’ enter the rOUter IP Ad_ Internet Protocol (TCP/IP) Properties

dress as shown in the section on
Router IP Address.

General | Altemate Canfiguration

YYou can get [P settings assigned automatically if wour network supports
thiz capabilite. Dtherwise, you need to ask vour network administiator for
the appropriate P settings

C Where a DNS server is in use,

(%) Obtain an |P address automatically

there is an option to select "Ob- O Use the foloing P access: — 5
tain DNS server address auto- e
matically".
C TO save and CIOSe the Settlngs, () Obtain DMS server address automatically
. . () Use the following DNS server addresses:
click OK on each of the open win-
dows.

Figure 17
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First time operation (continued)

7.3 Initial configuration
Proceed as follows:

' @m - Administration - Microsoft Internet Explorer =
Open your browser and enter the router's IP LA L L Ll s -
address in the address bar. Q- © W B Q| Ot doro= @3- B
Addres% hitkp:ff192.168.0.100 v .Gﬂ

The factory setting is: 192.168.0.100 —|

Figure 18
Log into the router using the following set-
tings:
I User name: admin ) )
Authentication Required
T Password: no password required 0 & user name and password are being requested by https:/f192,168.0.1. The site says: "cgi-bin"

User Mame: | admin

Password:

Figure 19

Firmware versions lower than 1.2.0

On successful log in you will be taken to the
configuration interface home page (see
screenshot, right).

Figure 20
With firmware versions 1.2.0 and higher a mBNETizard _
connection wizard will launch, simplifying : T —
network, Internet and VPN connection set up. ‘Qﬂ mbNET
The wizard is easy to use and takes you

through the configuration process step by
step . [¥ LAN Settings - Wizard for LAN Settings
You can also launch the wizard manually. To
do this, click on "Wizards" at the top right of

your browser window.

[¥ Internetconnection - Wizard for setting up the Internet Connection

[¥ VPN - Setting up the VPN Connection

Figure 21
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8. Basic configuration of the router using the web interface

8.1 Web interface home page

The home page is designed to provide you with an at-a-glance view of the most important information
on mbNET router access or status. The side (1) and top (2) navigation bars will provide the support
you need when configuring the router. The navigation bar at the top (2) displays the submenu for
each of the main menu items listed in the navigation bar at the side (1).

1

él\letwork

1Serial
ESecurity
fvpn

11/0-Manager

*Alarmmanagement

éStatus

%3 System Information

Settings WEB Users Certificates USB Logaging BackupRestore Firmware

System

Unittype

Serialnumber

Firmware
version

Hostname

o

MDHEB30
19128303058

3.0.1-- 2012-01-13-03:20:27

mbNET

Last error: [Jan 13 03:22:497 = Email: Cannot open

mymbnet.biz:25

Network 4
Interface Cable IP MAC
LAN () 192.168.0.100 00:50:C2:EA:86:87
WAN () 92.68.123.90 00:50:C2:EA:86:B8

Internet-Connection Active IP local

Internet (Modem) ﬁ 192.168.2.102

IP remote

192.168.2.101

Modem-Connection Active IP local IP remote
User: O
Serial 5
Interface RS-Typ Driver Port
AllenBradley -
COM1 RS232 Allen Bradley 7001
19200 - V1.1
comz2 MPI/PROFIBUS MPI/PROFIBUS 7002
USB 6

O no usb
connected

Figure 22
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Item Label Function

System information such as device model, device name, current firmware ver-

3 SYSteM | sion and serial number of the router.

Interface: LAN 7 WAN:

Displays which network connections are currently connected to the existing
network via the respective ports. A green icon indicates an existing connection.
Internet connection: A currently active Internet connection (or connections) is
4 Network indicated by a green dot. If there is no currently active Internet connection, the
circle is solid gray.

Modem connection: Only incoming modem connections are shown here. A
green dot means that a modem connection is established. The display also
shows which user is connected to the modem.

5 Serial This shows the current configuration of interfaces COM1 andCOM2.

6 USB Information on connected USB storage devices. A connected storage device
(e.g. flash drive or external hard drive) is indicated by a green dot.

Basic configuration of the router using the web interface

8.2 Icons, buttons and fields

In the rest of these operating instructions you will repeatedly encounter specific icons. These
are listed and explained on the next page.
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Icon and field

No. Description
types
Gray LED: connection inactive / cable or USB device discon-
1 o O nected. /
Green LED: connection active / cable or USB device connect-
ed.

This button appears wherever there are settings that can be
> kP save Changes changed. It saves the current configuration_ tempc_;rarily, ie.if

the router is restarted, any changes to settings will be lost. To
save settings permanently, click button no.5

3 ‘xmmges ‘ If you saved your settings temporarily (see no.2), you can undo
the changes by clicking on this button.

5 of iy Chages This permanently stores and applies all saved changes.

This is a check box. Clicking on a box enables/disables the op-
6 tion associated with it.

If input is required in a field that looks like this, it must be en-

/ I ' tered manually.
8 Clicking on a checked box will present the available options as
“ |l a drop-down field.
9 I—-| Clicking on this field allows you to change (edit) settings in the
associated row.
To reverse changes made to the associated row, click on this
10 button.
Use this to do a temporary save of the settings that you are cur-
11 rently working on. To save changes to the router permanently,
click button no.5.
This inserts additional input rows
12 T The currently displayed row must contain values or data before
= you click on this button. If not, an error message will appear at
the top of the open configuration page.
This deletes the input of the row that you are currently working
13
14 P This enables you to change the order of rules.
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Basic configuration of the router using the web interface

8.3 System settings

Before configuring the mbNET industrial router for your particular application requirements,
you need to implement some specific basic settings.

Proceed as follows:

C On the navigation bar at the top bar on
the web interface home page, click
and

This will display the system settings
screen shown below.

Now proceed as described on the pages
that follow.

Q méNET'

System BU7Y Settings WEB Users Certificates USB Logging BackupRestore Firmware
Network
Serial 5
%3 System Information
Security i

N System

Figure 23

Q mBbNET"

Language [En¢

Welcome admin | Site Map | Wiza

System lnquEE Users Certificates USB Logging BackupRestore Firmware
Network
Serial ~N =
G System Settings
Security -
SEN System Settings
1/O-Manager
Alarmmanagement Hostname  [mbNET
Status

poct
Description (MONET

System
Reboot.

after /1
[h]

Time Settings

Date Time

uTe) Fri Jan 13 02:26:54 UTC 2012

Locale Date i 5on 13 03:26:54 CET 2012
Time

Set local Date

it | E—
[J313.MM.TT-

HH:MM: SS]

Timezone [Berlin.Gemany |

NTP Server r

NTP Server  [0.depoolntp.org

Mail Settings

Activate
automatic [no =l
Mmail

smTpP-server [ ]
SMTP-Port
E-MailAdress [ ]
SMTP requires [~

Authentification

user |
password —

Figure 24
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Basic configuration of the router using the web interface

Label

Function

Hostname

Assign a name to the router.

Host Description

To identify the device within a network, provide a meaningful description here.

(DUa'IE((a:)/ Time Displays the current system time in Universal Time Coordinates (UTC).
.II‘_iorggl Date / Displays the time based on local time zone.

Set Local Date /
Time

Enter the time here in case there is no NTP server installed, or in case it is una-
vailable. Example: 2007.10.30-13:33:00

Format Meaning

YYYY Year e.g. 2007
MM Month e.g. 10
DD Day e.g. 30

HH Hour e.g. 13
MM Minute e.g. 34
SS Seconds e.g. 48

Click on the drop-down field and select the time zone where you are. The preset

Timezone time zone is: Berlin, Germany

Checking this box gives control of the router's time zone to another computer

(which must be entered in the next input field) and displays the current system
NTP server time.

The time is updated by NTP every two hours.

Registered time server: 134.176.25

The mbNET has an RTC (buffered clock). The set time will buffer for up to 7

days without a power supply

Specifies a time server for updating system time. A time server IP address may be
NTP server entered instead of a name. If a name is entered, there must be a DNS server en-

tered in the network settings,
or an existing Internet connection. The NTP server simply needs to be available.

Mail settings

Selecting "yes" in "Activate automatic mail* means that the router will use MB
Connect Line's mail server and fixed parameters.

SMTP server

The SMTP server is needed for the router to send emails.

SMTP port

The port over which emails will be sent should be entered here. Usually this is port
25.

E-mail address

Enter the appropriate sender address for emails from the router here.

SMTP requires
authentication

The box should be checked or unchecked depending on ISP. Ask your ISP for the
correct setting.

User
Password

A user name and password are required for SMTP server authentication, i.e. if the
router wants to send an email to the SMTP, it must first authenticate itself if nec-
essary.

Page 26 of 229
Version: 3.0




mbNET" @

Basic configuration of the router using the web interface
8.4 Security Settings

To access the industrial router's web interface from
outside the network, Port 80 of the router's integrated
firewall must be configured to receive incoming re-
quests.

C Todo this, select

Security T Settings 1 WAN>LAN}H

C Click on the check box to check it.

Figure 25

C From the drop-down field, select Accept (Fig. 27)
Action

Figure 26

From the Protocol drop-down field, select tcp.

C In Destination Port, enter 80. Protocol

Figure 27

C Then save your settings by clicking on Save
Changes.

Agt
2

Figure 28

C To save permanently, click Apply Changes. ws Apply Changes

Figure 29
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Basic configuration of the router using the web interface

8.4.1 Save Settings

When you have completed the system set-
tings described above, save these temporarily
by clicking Save Changes.

If you want to undo your changes and return
to the original settings, click Clear Changes.

To save the settings permanently on the
mMbNET industrial router, click Apply Chang-
es.

If any entries are missing or incorrect, the rel-
evant error messages will appear at the top of
the configuration page. Re-check your set-
tings as appropriate.

H Save Changes

Figure 30

% Clear Changes

Figure 31

\-f Apply Changes

Please note:

to ensure that your settings are perma-
nently saved, you must follow the instruc-
tions above. Otherwise, you will lose your
“settings if the router is switched off or re-

started.

Figure 32
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9. Connection Scenarios

9.1 General
Now that you have completed basic configuration of the router (see previous pages), it needs
to be connected via the appropriate connection type, and configured using the web interface.

A description of some basic connection scenarios follows.

Choose the connection scenario that best applies to you and follow the instructions in the rel-
evant section.
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public telephone network
mbNET industrial router

Configuring the mbNET industrial - el g i’

router's integrated modem for con- | = e B

nection with a client PC via the public

telephone network (PPP dial-up, dial- iR i

up networking) ey
| Wmevoe N[ o :'i

see section 9.2 | . swon (54

Configuring the mbNET industrial
router's integrated modem for con-
nection with a client PC via the Inter-
net

see section 9.3

Configuring the mbNET router for
connection with a client PC via DSL
Internet access, using a DSL modem

see section 9.4

Configuring the mbNET industrial
router for connection to the Internet
using another router

see section 9.5

Configuring the mbNET industrial
router for VPN connection with a cli-
ent (client zrouter)

see section 9.6

Configuring an mbNET industrial
router for VPN connection to another
MbNET router (router xrouter)

see section 9.7
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